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SafeW / SafeX Z2iAEIRE

SafeW EMELENRHEERS : EBHERS. SparkCat B
BRES B Hing

B zisgie (TL;DR)

HMITHE - EXECUTIVE SUMMARY

- SafeW B—MBM “WEIRMNE" “EUERL” NEIGENNRGE, BFEHEERHXR (2025
F£2H. 2026 F£4 A) EHMADEHR SparkCat MBEMHGWMAD, H ‘2" 55 ‘M8
B A3 OCR 318/, HERERNIE" BSEFMT AN ERERE & SREMEEEITN.

- SparkCat BR{{X#EL RS i0S 5 Android #&hif, PC/ KHEmA{FEEICRA SparkCat T
i&; BEFIS (ESET 2023 EHB|HIAD K Telegram / WhatsApp) #aE R Windows H& K
GhOst RAT, FIttEMEAREEZINTE SafeW KEhR / MBIRIDERXK, BEERKEEFHMAR
SINER 2 BRI,

- SafeW & “BIE” (repeatoffender) : E—H%&%E (Safe Company) HIRZBTEF
SparkCat TEIH3gE =%, HEA/NS SafeX (E1# com.ekhizc.carterocourrier ) 7E2026
FEZRPETRARAD, FEMERRIE ‘MREEREEHBE—FAE” , EAXEE4A
. FEEHIERITAMIE—RESR,.

B osgem

a BREEBHE SR, SafeW WL EER org.safew.messenger 5 org.safew.messenger.sto
re. iIOS®H com.safew.messenger HHIMFEFREHTE 2025 F 2 A 5 H SparkCat B IREH
RAPERP, 2026 F4 B, FEHEBNRAI SparkCat #iZ{&, The Hacker News

(2026-04-03, I2#& Ravie Lakshmanan) #&5|REHTEIETE: App Store k. Google Play —
MZREE—IOS IntmBRIIER “SafeW - O ABNIE” (K “BTINE: REEALEZE
K ), REIRNEHEZT{K SafeX ( com.ekhizc.carterocourrier , hR7s2.1.0) o

© cEErmi. Safew ERMSHEEMASHRA “BCHNBIMNE  “MTProto 2.0 M+
REANE ERRECTAEE , FORIFE CRERMRA LR . BRLER
NTEE OCR SRR, SRUINE KT QBNERAIME EREE RIS BT SDK/ 18
H B2 RASEESETNRIRAILT B S,

>T

AR
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° SparkCat i ARRIE, SparkCat FJA Google ML Kit #J OCR X FiRFIRE T FABMFHIE
&, LA “Bhidial / Mnemonic / Phrase” FZiEMxiiE, KashERH & C2 fR$S3E; RBHT
BEiEHEMR THoINARAE IR Rust BE LI C2 @15, FH 2024 F 3 Ad/Eik. REHiH
Google Play BREMNARIT THIEBE 24.2 5X (REHEREX: “Theinfected appsin Google
Play had been downloaded more than 242,000 times.” ) , XREREER App Store X
BEAD (EBHE: “this marks the first time a stealer Trojan has been detected in the
App Store” ) o

@ rcuRmEt. HEARSEE Q26568200 , WEEARS WERVETT
Windows / macOS S / M / X 5284 ERY SparkCat T{A——SparkCat #—2# iR A 4ifEoh
i (Android +i0S) Eifh. 1BH 2023 Fai8H (ESET IRBEHIAD L Telegram / WhatsApp) HHE
B Windows, SafeW SEARMAEARE Mz, NEFNBABEIMIRERENEAIA
e XA,

a SafeX BREiFES, SafeX 5 SafeW WERXEEEER (EHFEF MTProto 2.0, FAH1LER
E. ZEHEE. §RRE. WRIBARS) , F2026 FFE K SparkCat TTEIPIEFRERADS. £
BHrEAR A Sergey Puzan ¥Ji7:  “Considering the similarities of the current sample and
the previous one, we believe that the developers of the new version of malware are the
same.” (ETFTHFFASIRIFAREMGE, RITANMREERGNALESIFIER. )
SafeX 2 SafeW # Rz B 22 AIFLE R S RV Ao

B seamoin

—. EREFSREMRERITA

SafeW EZNEAHIHR (safew.org. safewapp.com. safewpc.org. safew-official.com. safew.surf) X
F=FEERREE—HNEHRERN, ROEZREHE:

- MBER: “ERAKRCHNKIIRNERA, BRAPIXATHEMEZSR, BEENAALXERTE

BE” ; EMH—TIR “SafeW FEAS Telegram HENHEIHMNE" . EEEEHERNIFRR
F “MTProto 2.0 i#EimINE AR, HIEIEM E#T2RRENE, FEEBIRHEERE

- RIS EH: EMEHLELEE HERESER. XHRHSBAFAMIERARTRIEFHIZT, HES

KEMRLZ2EEER" | BHGE “EHRFHN, SafeW BARERMFRIFLZWD o

- RLWETNEE. TIEHRER. BFIRE. WEEAS (RIZEAREEREE) « SREEENET

mERLEE. EREN. TRaFHE.
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XEEEXSEMTANEERERNZO. REHMERARDITETR, SafeW /SafeX FRERNABRNT BN
Spark B&E SDK (R£) /HEER (i0S) , HAFPKRTHEMNIRGE, F6MA OCRIFEFIERIMNIERR, 12
RMNEE TR EICIEHIME, FEHESEL: SX—ASLHERIE, NARNEEEATREKAET
EEEEANY; EBERIREERGEHZOIEEME, HFEZTES. 52, U “R2/R
N RNEARERBBRRM, KERAERSEEMEGIAF RBRNERERE, H2SRE—X i
ERELSEIF

XFERPHRARELMERFERRER: H—, EMENER “5 Telegram #ERAMZE" F “MTProto
2.0” , T MTProto &&= Telegram BEMY, SR AINFRIGEEITHASZR (90 Signal thil) RE, B
Telegram BIAMIRHIEIRTIHNE; HZ, SafeW XKEFE=F “BEWN EHBEFPEHT (0 “WEIRMNZLE
Zi  “HIAEEUMREMEILZRA ) TEIMIIIEE, B AppBrain #IEE RERENANS 7 0.0. T
FEEIFRIER, SEMESMAFITHERR, FERTE / (EOMERE.

THEFEUEEESATE: F=54%1t (AppBrain) £/R org.safew.messenger.store 3EfR%EEEL 1.7
J3/R. org.safew.messenger £93.4 5/%, Google Play tx: /3 “10,000+” . SafeW BF 2024 F 12 A 13
HEIFEM Google Play T2

—. SparkCat BEEH: REHE. FHEARXSHARRE

(MESH

SparkCat HFEHE (B35 Dmitry Kalinin 55 Sergey Puzan) F 2025 % 2 B 5 BTE Securelist EVXAFF
BT BMREBEREHRERIER “Spark” 5 i0S mE&EMEZRH bundle ID “bigCat.GZIPApp” . RIEEE
XHEHEIELS GitLab EBEXHCIEBHR, ZITohELDE 2024 F 3 AiLiEiR. REHEERHT, FAEHE
Il Google Play 10 #X. App Store 11 FEEMN A,

i0S BWafAsE (RiFEI)

SparkCat 2B EMHANER App Store B OCR GEARS, ITHT “iOS MEBRNARE" BIMiE, i0S &
E1ELEH Objective-C RS, £ HikariLLVM JBE, TEARMAFLL GZIP. googleappsdk. stat =#& TRt
W, EERBZTIARTS, FEHFEANIENFIFAEISE LMNINMBREFESHEFPE ( /Users/qiongwu/ IR
BfFEEBER. /Users/quiwengjing/ W Rust EFEEHBR) , C2-Rust BSIERZ N im_net_sys, X
TR EIE PhotoMgr (EFRH LESXEIFRA) . MMMaker. ApiMgr. MMCore. MMLocationMgr (4
£MUE) .

Android BH5E

RZEHIGGEEREEHFET Google ML Kit BY OCR #Ef, iRAIBENXF, e C2 X#IINE R LER
5. XFRSIRFEHEFENE UAE / ENERISMER A ComeCome (REHEREX: “afood delivery
app in the UAE and Indonesia, named ‘ComeCome’ (APK name: com.bintiger.mall.android)... with
more than 10,000 downloads” ) , ItMEE ChatAi (FEEE 5 HR) F. Google Play FZRENARIT
TR 24.2 B,
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EAFE (OCRHEENIZIE)

KIBRFAIES, SparkCat THMENFRE (HIT. #&. . H) BOCRIRE; RIXFRE, 5C2 FTAHM
ML —BR %[ (NRIBE=H “Bhidid / Mnemonic / Phrase” ) 4b, RaRE IS ENEE X FE4A
B, MFEEAFREFERIAMEL. FPERERIRIXF. KEEE—H LEEREERSSE (42 Amazon S3
SIEEHBEE “rust” BRSB!) o ZADIEESE KeywordsProcessor. DictProcessor. WordNumProcessor
=MEISRI PR EIRIR. FESMEHMALENDPXEEE (KIEFER. C2 #BIRERIAHD) .

EESRE

REHERE, MFAEE-BHBRNEUSLEFHETZEERE, BEARS RS 0SSR Y
HbGUREE (B, XHEE) . EEMZ, Dmitry Kalinin 7£ Securelist iIHE X BEIE R IZA SR EID
F (EX)

“The malware described in this post doesn't persist, nor does it spread across network. It only exists on
the mobile phone as long as an infected app is installed... transfer your funds to a new crypto wallet.”

— Dmitry Kalinin, Kaspersky / Securelist: ZstaFriREERGREIRE LIFANK, WAREBMEY 8, NEZREN AR
HEIGFEETFL - BRASEBERRE.

ENFN FRBEIAIBRRA S A K, BINIKRERBEEMREE.

=. PCix [ KEiEKETFHE (ER)
BR&RXOREERZ: SafeW NWREAR / WIS RERFRE? BETIEQMIEE, SRFEIEXR

R

1. SparkCat X EREERF. FEMEMN={HHEXIRE (2025 £ 2 A SparkCat. 2025 6 A
SparkKitty. 2026 £ 4 B SparkCat #1ZF) —BEHE 4N #%EhEE (Android +i0S) Eifih. 2026 & 4
B THIERN, FEHHEER Sergey Puzan 5 Dmitry Kalinin 39#RE R “#ahElh (mobile
threat) 7 , BAIFEINE “NBEFNINERRTEMRAT . BEXSRSHE, SHEEA FicRIIET
F Windows. macOS £mE. MBI asH B SparkCat 1A,

2. {BRIZERENE PC imtB 5. SparkCat FUEERIS —ESET F 2023 £ 3 A 16 HIKER “KS1L
WhatsApp 5 Telegram” 1T75——BRHEEE Windows B, ESET Hi5i 5 Lukas Stefanko 5 Peter
StryCek ZILFIE Windows BEFEF: (a) BRI MR EREHIULAY clipper; (b) #H4F7E Telegram /
WhatsApp Windows R HHRITIZIAIE AT (RAT) o ESETHEH (FX) : “With one exception,
all the remote access trojans we analyzed were based on the notorious Gh0Ost RAT, malware that
is frequently used by cybercriminals due to its public availability.”  (B&—1I4h, NI HFEFRE
RAT BB FREIBE. ARFRISMEMEICTESD FIMEERR GhOst RAT, ) XL RAT & HENEINL
. IR, & Windows AR, BRREEE. KWNARER. XHREHF-ES, %@ DLL MnE
W17, EFERNE, 2023 F1T51PHI OCR BERENNFET L EIH, Windows iiJy clipper + RAT,
A& OCR, REHEZASTE SparkCat IiREHREISIALLFTS, #RiZ1T5h “¢t%t Android 5 Windows F3
F, BIIEERREERE
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3. SafeW SiEhfR / MTThRKRLEZIMIIIEN, RERPET. SafeW 7£ safew-official.com. safewpc.org Fih=
12 Windows / macOS / Linux SEIZREE, H1E safew.org/web-signin IREMTILR; BRRE “B
W BARRT ‘AR RMBEE /I0SEFIR , IRASEMGESHERREE. HEEANARE,
BEARSHE, RAMEANEZ L BX SafeW SESMEIE i T AR EERGOH (X
ANY.RUN. Joe Sandbox ZBEm/VFEHNEEIRR, KRELEK, FREEREIL) . $F: R—FAENE
BRI LEBETGEAD; HEEATE S Windows R RAT; SEIREGREEAEEHZ
— MIXLERIEREE SafeW REhR / MTIARR I AE X, McAfee. ESETEH B—RESLS: FEREE
FREEZIDENBAREEEEF iR, EIiITERSRNRYE,

KERAEEELSIC B

TEEEA “SparkCat BLREZA” TN SafeW REMEZ 2. ZEREARECHKIELNEEER
El. EEKEN Windows gif}, UNKKHEHBEIEFEZELTE=AREEH, BERIGNZ
SafeW SH / MIIREFAEE, EREMIFTAIANLEHATEIRMELET. BREEN
17} =

., “BBIB” BdiElk (repeat offender iFESE)

® 2023%#3816H

ESET #EAD 1 Telegram / WhatsApp 1758 (SparkCat 815) , EXHI%E S OCR HENBHIZIA, H
& Windows clipper 5 GhOst RAT, X2z EHER ARk,

O 202%3A8
BREHEMNXHEES GitLab BEEER 27, SparkCat {TahHiAERK.

O 2025&128

SafeW (org.safew.messenger.store ) BifG7E Google Play k%2 / &# (W4 1.5.6, 2024 F 12 A
7H; org.safew.messenger £9F 2024 % 12 B 13 HEI F&R) »

® 20255%4285H
FEHETRTE Securelist BZRAFF SparkCat, SafeW IZ5=8% (org.safew.messenger .

org.safew.messenger.store ) 5i0S&#& ( com.safew.messenger ) TEREBERZFI, 2025 F 2
B 6 B¥2E. 287 H Google %ia FERBEXMH.

O 2025%6R8

REHEHFE SparkKitty (SparkCat B9E#FHRR) , E#EFE 3T i0S /Android. FA OCR ZEVEMARYED
iBiEE,
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® 2026%483H
The Hacker News #&i& (2% Ravie Lakshmanan) EEEFE LI SparkCat FiZ{E, i0S =R
7 “SafeW - =h BB’ , LRIHATENS SafeX ( com.ekhizc.carterocourrier , hRZS
2.1.0) . REHEHB “MREERRGENARESHEER" . RERTEMEEIREFE,
Dmitry Kalinin it (JRX) : “methods used by the SparkCat developers, such as code
virtualization and cross-platform programming language usage, are rare for mobile malware.
This demonstrates the high skill of the threat actors.” (SparkCat FA&EFERAINBEML. B
FEREESEFFAESERNERERL, ERHEMTHENSERA, ) i0S ieuiaE )
icid, BEREERE -

BBl EMIRAT: R—FH %% (Safe Company) T8I SafeW 7£ 2025 F5 WK ES, T 2026 FiE
HRNS SafeX ELERHARGIEFERAT, BREBHERHAEN “A—FRE" . XER “BIE” B
BDIHE— A2 WE BB —RMEHNEESER, MERFE. BAR. FEARRICNFERIEEITN.

F. SafeX 5 SafeW B9k %

- BEfEFE: SafeX B Google Play / Uptodown ##iR5 SafeW JIFZFE XN ——EIFEIT “MTProto 2.0
MEIEINECRE" AL/ SMRSHTE “TEESER” ‘BREET “WEBERSK (BIERE
PREBURERE) T “‘ERED” ‘DU ELRZE” . SafeX ERPEEHZEHI “SafeX EEXRF
8" Fi

- ZERFR: SafeX ( com.ekhizc.carterocourrier ) 7E 2026 F£5 "% SparkCat 1T EEHHE LS
NRERBENA, 5i0S imhY SafewW Bexf I,

- RREM: SafeX NS Safew IS /R EH E3MA, BT Safew & 2025 FB ML ER
| W REELE—5%{T5h. REBHE “FAEHER BAnHE—FZimX—45Eie,

- mEEART. FIFETELEERRBAEBREXEME (40 safex.org B9 Monero (AEMNZTHE. SafeX
Pro / safexmax.com #Z1Z K BCSC FIN BB BERRIENERT S, safex.inc MEBRZF) , XESK
IREFTIEHY SafeW B Z(A SafeX HIEF—H R, HESEFIINIAEE com.ekhizc.carterocou
rrier .
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B miysa3m

WEERAP | BRESE (ZHART)
1. SZBPMERE IR & ENE SafeW 5 SafeX (%ohimS£m / MBlim—HEH) o SparkCat RFAK,
ENEEN AL ERRAR S AN,

2. ERTEAAMPEIEMMEE T REECE / FAREE: JREME, JRIZEREE, KR
AR HENRFABRE GHEREEER -

3. HFErEMh Hth BB EE (B3, RITIER. EM) , MBNERER. HEXFhH.

4, FE M safew.org. safewpc.org. safew-official.com FEfAIZRE T SafeW / SafeX B HEhR
DIk, SRALMIIEIT. FE. BRFIERIEA TR (W Signal) »

ek | SEPA

1.5 org.safew.messenger . org.safew.messenger.store . com.safew.messenger . com.ekh
izc.carterocourrier RREMEATM C215% (U api.aliyung.com/.org.
api.firebaseo.com. api.googleapps.top. 99ai.world &) I MDM / EDR £ 5.5 M4 RE KT
Ao

2. M EMEZE R~ NRBHREN R TIEHITHE; RIEMNEABEIMIBETNREES i

3. )BF Google Play Protect (Google #RR] Hahi=8EXARAS) ; i0S MEAFM FERMESHREE
1 QREE,

TR ETH{E (BENCHMARKS)
- BRREIINE R & (REHTE /ESET / Trend Micro %) ¥t SafeW £&E / WRIEFimHA
A, EENMAREEITES, TEMMREREIRAEE,; FELZaEFHARaE,.

- HEREHERFER FHicRE SparkCat / FIREZKIEE Windows / macOS KEZE, NIZEIESE
HimNEELER ‘B (BETRESHAEEE) ” LEA “EBMWIARE
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B seppm

THRFIZEF IR, HARIRSSIANATER. HRIAEA: 2026 F 6 B, $HENRES URL, #HIZ0ZA,

—FRLMR (FBHIE [ESET)

(1]

[2]

(3]

(4]

SparkCat crypto stealer in Google Play and App Store. Securelist by Kaspersky (Dmitry Kalinin, Sergey
Puzan) , 2025-02-05,
https://securelist.com/sparkcat-stealer-in-app-store-and-google-play/115385/

SparkCat — first OCR trojan stealer to infiltrate the App Store. Kaspersky official blog, 2025,
https://www.kaspersky.com/blog/ios-android-ocr-stealer-sparkcat/52980/

Kaspersky discovers new SparkCat variant bypassing App Store and Google Play security. Kaspersky Press
Release, 2026,
https://www.kaspersky.com/about/press-releases/kaspersky-discovers-new-sparkcat-variant-bypassing-
app-store-and-google-play-security

ESET Research discovers trojanized WhatsApp and Telegram applications stealing crypto funds. ESET
Newsroom (Lukd$ Stefanko, Peter Stry¢ek) , 2023,
https://www.eset.com/int/about/newsroom/press-releases/research/eset-research-discovers-

trojanized-whatsapp-and-telegram-applications-stealing-crypto-funds-and-with/

MERESRE S

[5]

6]

(7]

(8]

(9]

[10]

[11]

New SparkCat Variant in iOS, Android Apps Steals Crypto Wallet Recovery Phrase Images. The Hacker News
(Ravie Lakshmanan) , 2026-04-03,
https://thehackernews.com/2026/04/new-sparkcat-variant-in-ios-android.html

SparkCat Malware Uses OCR to Extract Crypto Wallet Recovery Phrases from Images. The Hacker News,
2025-02,

https://thehackernews.com/2025/02/sparkcat-malware-uses-ocr-to-extract.html

Lookalike Telegram and WhatsApp Websites Distributing Cryptocurrency Stealing Malware. The Hacker
News, 2023-03,
https://thehackernews.com/2023/03/1lookalike-telegram-and-whatsapp.html

Mobile security — Latest News, Reports & Analysis. The Hacker News (&Z#i01) o
https://thehackernews.com/search/label/mobile%20security

Crypto-stealing iOS, Android malware found on App Store, Google Play. Help Net Security, 2025-02-05,
https://www.helpnetsecurity.com/2025/02/05/crypto-stealing-ios-android-malware-found-on-app-store-
google-play-sparkcat-malicious-sdk/

SparkCat campaign target crypto wallets using OCR to steal recovery phrases. Security Affairs,
https://securityaffairs.com/173873/malware/sparkcat-campaign-target-crypto-wallets.html

Weaponized Telegram and WhatsApp Apps Attack Android & Windows Users. Cyber Security News,
https://cybersecuritynews.com/weaponized-telegram-and-whatsapp-apps/
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[12] SparkKitty Malware Targets Crypto Users, Steals Seed Phrases. Ainvest, 2025-06,
https://www.ainvest.com/news/sparkkitty-malware-targets-crypto-users-steals-seed-phrases-2506/

[13] Kaspersky discovers new SparkCat variant bypassing App Store and Google Play security. Zawya (fTElf55%
) o
https://www.zawya.com/en/press-release/companies-news/kaspersky-discovers-new-sparkcat-variant-

bypassing-app-store-and-google-play-security-lht2mx4r

[14] SparkCat Malware (Android) — Malware removal instructions. PCRisk,
https://www.pcrisk.com/removal-guides/32117-sparkcat-malware-android

FMAEE. THRISEMN

[15] SafeW ( org.safew.messenger ) . APKCombo.
https://apkcombo.com/safew/org.safew.messenger/

[16] SafeW ( org.safew.messenger.store ) .APKCombo,

https://apkcombo.com/safew/org.safew.messenger.store/

[17] safeW for Android — Download. Softonic.
https://safew.en.softonic.com/android

[18] SafeW ( org.safew.messenger ) — Free APK Download. AppBrain.

https://www.appbrain.com/app/safew/org.safew.messenger

[19] SafeW ( org.safew.messenger.store ) — Free APK Download. AppBrain,
https://www.appbrain.com/app/safew/org.safew.messenger.store

[20] sSafeW Official Download — PC for Windows, macOS & Linux. safew-official.com.
https://safew-official.com/en/

[21] safeW Official Download Center. safew-official.com,
https://safew-official.com/en/download/

[22] SafeX: ITERIBEREHEFHER. Google Play ( com.ekhizc.carterocourrier ) o
https://play.google.com/store/apps/details?id=com.ekhizc.carterocourrier

[23] SafeX for Android — Download the APK. Uptodown,
https://safex.en.uptodown.com/android

HittsE (FREFUHR)
[24] safex.org Reviews. Trustpilot (F: 57c#keE SafeX BIHNATLX, AFHHREEZEE) o
https://www.trustpilot.com/review/safex.org

[25] Is SafeX Pro a Safe or Scam? (Feb 2026) . Traders Union (E: g SafeX Pro &Rt F &, iB@TNA) -
https://tradersunion.com/scam-or-safe/safex-pro-review/

RERBA: AXEBAFRRBER (OSINT) SCEREMM, SERATREMAR. RKERSNSHIPRRSE, XHiREh B B
RXGI AR E ERR 2 BSRENATRE, PXAMRFR, PRMEBELEHELE, BUVEHFRERE, BNEETILE
BER2ERHNT.
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